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Instructor’s Manual: Chapter 4
E-commerce Security and Payment Systems

Teaching Objectives

· Explain the scope of e-commerce crime and security problems, the key dimensions of e-commerce security, and the tension between security and other values.

· Identify the key security threats in the e-commerce environment.

· Describe how technology helps secure Internet communications channels and protect networks, servers, and clients.

· Discuss the importance of policies, procedures, and laws in creating security.

· Identify the major e-commerce payment systems in use today.

· Describe the features and functionality of electronic billing presentment and payment systems.
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Teaching Suggestions

This chapter first summarizes the security threats and solutions that managers of e-com​merce sites need to be aware of, and then reviews the different payment systems available on the Web. 

The key point students should take away from this chapter, with respect to security, is that security is a complex, multi-layered phenomenon that involves a diverse set of risks and a balanced approach. It requires three main elements: special technology, organizational rules and procedures, and laws and industry standards. A good place to start a lecture is with Figure 4.1, which illustrates the interaction and supportive nature of these three elements. No single “magic bullet” solution exists for Internet security any more than for general societal security. With respect to payment systems, the key point for students is that the Web has not created completely new methods of payment, although it has changed how methods of payment are implemented. Web consumers in the United States predominantly use credit cards for purchases, and efforts to wean consumers away from their credit cards have generally failed. The primary exception to this is PayPal, which still relies on the stored value provided by credit cards or checking accounts. 

Key Points 

The opening case, Europol Takes on Cybercrime with EC3, highlights the rise of cybercrime and cyberattacks throughout Europe. Ask students to discuss how their daily life is being affected as a result.. 

Additional questions for class discussion might include the following:

· Have you or anyone you know been the subject of a cybercrime? If so, what happened?
· Do you think the EC3 will be an effective deterrent for cybercrime? Why or why not?
· What steps have you taken to protect yourself online?
The Scope of the Problem. This section is likely to be of particular interest to students. Ask students to discuss whether they themselves or anyone they know has ever been a victim of a computer crime. Do they think computer crime is being overplayed or underplayed in the popular press, given the statistics available and discussed in this section? 

Defining Good Security. Good security has many elements. Table 4.3 lists the six key ingredients required for e-commerce sites and how the key stakeholders (consumers and merchants) view the issue. You may want to walk students through this table so they understand the nature of the problem as well as the different perspectives. 

E-Commerce Security Threats. The e-commerce environment holds threats for both consumers and merchants. Figures 4.2 and 4.3 provide illustrations of typical e-com​merce transactions and vulnerable points in the transaction process. Malicious code, potentially unwanted programs (PUPs), phishing and identity theft, hacking, cybervandalism and data breaches, DoS/DDoS attacks, and spoofing/pharming are uniquely technical threats to security. Credit card fraud/theft, although it appears frequently in the news, does not impact consumers as much as students might think because of federal laws that limit liability to $50 for the consumer. However, this leaves the merchant open to much higher losses. Ask students whether they have any personal experience with any of these types of e-commerce security threats. It is quite possible that some of them may have had their data exposed as a result of the attack on Target discussed in the Insight on Business case, Hackers Infiltrate Target. Questions for class discussion might include the following:

· What organization and technological failures led to the data breach at Target?
· What technical solutions are available to combat data breaches?
· Have you or anyone you know experienced a data breach?
Many students will not necessarily realize the relationship between poorly designed server and client software and security issues, or the security issues posed by social networks or smartphones, so this is something worth pointing out. The Insight on Technology case, Think Your Smartphone is Secure? highlights the latter issue. Class discussion questions might include the following:

· What types of threats do smartphones face?
· Are there any particular vulnerabilities to this type of device?
· What did Nicolas Seriot’s “Spyphone” prove?
· Are apps more or less likely to be subject to threats than traditional PC software programs?
Technology Solutions. Some types of security threats can be ameliorated through technological means, but not all. A variety of encryption techniques, in particular public key encryption, are useful for protecting Internet communications; they address issues of integrity, authenticity, and confidentiality of messages. It is useful to slowly and carefully walk students through Figures 4.6 and 4.7 to illustrate public key encryption and digital signatures. Figure 4.9 is useful for discussing the elements of public key infrastructure. Figure 4.10 shows how SSL/TLS—the most common form of encryption used in e-commerce transactions—works. Figure 4.11 shows how firewalls and proxy servers are used to protect merchant servers and networks from hackers. 

There are limitations to technical security measures, and they often presume a secure organizational environment before they can work. Encryption of any kind is susceptible to disloyal or disgruntled employees and poor client side security (such as keeping your passwords on an insecure PC directory). Encryption also slows processors and the entire transaction process; the better the security, the worse the performance. 

Policies, Procedures and Laws. Even the best technical security is insufficient to protect e-commerce sites. Solid organizational policies and procedures are also required, and laws are needed to deter future crime by punishing e-commerce criminal behavior. Figure 4.12 illustrates the steps managers need to follow in order to develop a security plan. Tables 4.5 and 4.6 illustrate how the U.S. government has used laws and regulations to both impose security, while at the same time ensuring that government can read secure messages. You might ask students to evaluate the claims of the government to be able to read secure commercial messages. How can messages be secure if the government will be able to read them? Does the government have a legitimate claim here? As in all previous communications technologies, governments claim access to private messages in a variety of circumstances: war, criminal conspiracy, or imminent threats to public safety and welfare. Perhaps the real issue is who watches the government? In the United States, reliance is placed on the courts to supervise government intrusions, and on legislatures who exercise the power of the purse to control overly aggressive executive branch members.  
Types of Payment Systems and Payment System Stakeholders. Before delving in the different types of online payment methods, you can spend a few minutes giving students a quick overview of payment systems and stakeholders. 

E-commerce Payment Systems. Figure 4.13 provides a list of the most popular forms of alternative online payment methods.
Online Credit Card Transactions. Payment by credit card is the most common form of e-commerce payment. Figure 4.14 illustrates how a typical online credit card transaction works. These transactions carry risks for merchants in particular, and moreover, credit cards are not equally distributed. Millions of U.S. citizens do not have a credit card, making it difficult for them to shop online. 

Alternative Online Payment Systems. Other online payment methods on the Web include online stored value payment systems such as PayPal, Amazon Payments, Google Checkout, Bill Me Later, mobile payment systems, digital cash, and virtual currencies. The Insight on Society case, Bitcoin, provides a close look at this controversial form of digital cash. Questions for discussion might include:

· What are some of the benefits of using a digital currency?

· What are the risks involved to the user?

· What are the political and economic repercussions of a digital currency?

· Has anyone you know ever used Bitcoin?

Students can be asked to follow up on the success of the mobile payment methods discussed in the chapter ending case, The Mobile Payment Marketplace: Goat Rodeo. 

Electronic Billing Presentment and Payment. EBPP systems are essentially a replacement for the physical check system in the United States, which remains the dominant form of payment. Figure 4.15 provides an overview of the players in this marketplace and the different types of bill payment systems available online. 

Case Study Questions

1. 
What is the value proposition that Apple Pay offers consumers? How about merchants? 
For consumers, Apple Pay offers convenience, security, privacy, no additional cost, and adoption by a large number of merchants.  For merchants, Apple Pay offers wide-spread adoption among consumers, more efficient consumer payment process (no waiting for card approvals, no slips of paper), and security.
2.
What are some of the limitations of Apple Pay that might prevent its widespread adoption?

Apple Pay only works with iOS devices beginning with iPhone 6; it does not allow merchants to use the payment process for additional marketing and advertising purposes; requires the purchase of NRC point of sale terminals. 

3.
What advantages do the Square and PayPal mobile card-swiping solutions have in the mobile payment market? What are their weaknesses?
Square and PayPal mobile device card readers are quick to install, inexpensive, and reliable for taking mobile payments from consumers.  They suffer from the same security limitations as any magnetic card reader device; they still require the consumer to carry a card.
4.
 What strategies would you recommend that Apple pursue in order to assure widespread consumer adoption of Apple Pay?

Apple needs to get more merchants on board, and should consider modifying its Apple Pay so that merchants could market during the payment process.  Without merchant participation, Apple Pay will take many more years to achieve acceptance.
End-of-Chapter Questions
1.
What is a VPN and what is its value to an organization?
A virtual private network (VPN) allows remote users to securely access a corporation’s local area network via the Internet, using a variety of VPN protocols. VPNs use both authentication and encryption to secure information from unauthorized persons. The primary use of VPNs is to establish secure communications among business partners—larger suppliers or customers, and employees working remotely. A dedicated connection to a business partner can be very expensive. Using the Internet and VPN as the connection method significantly reduces the cost of secure communications.
2.
What features or abilities does an intrusion prevention system use to protect a network?
An intrusion prevention system (IPS) has all the functionality of an IDS (examining network traffic, watching to see if it matches certain patterns or preconfigured rules indicative of an attack, sending notifications of suspicious activity to administrators). It also has the ability to take steps to prevent and block suspicious activities. For instance, an IPS can terminate a session and reset a connection, block traffic from a suspicious IP address, or reconfigure firewall or router security controls.

3.
Identify and describe the five main steps in establishing a company’s security plan.
A security plan begins with risk assessment—an assessment of the risks and points of vulnerability. This includes an inventory of the information and knowledge assets of the e-commerce site and company and assessing the dollar value to the firm if this information were compromised, along with the likelihood of that loss occurring. The second step is to develop a security policy, a set of statements prioritizing the information risks, identifying acceptable risk targets, and identifying the mechanisms for achieving these targets. The third step is the implementation plan—the steps you will take to achieve the security plan goals. Specifically, you must determine how you will translate the levels of acceptable risk into a set of tools, technologies, policies, and procedures. The fourth step is creating a security organization, an organizational unit in charge of security, and a security officer—someone who is in charge of security on a daily basis. For a small e-commerce site, the security officer will likely be the person in charge of Internet services or the site manager, whereas for larger firms, there typically is a dedicated team with a supporting budget. The security organization educates and trains users, keeps management aware of security threats and breakdowns, and maintains the tools chosen to implement security. The last step in developing an e-commerce security plan is performing a security audit. A security audit involves the routine review of access logs (identifying how outsiders are using the site as well as how insiders are accessing the site’s assets). A monthly report should be produced that establishes the routine and nonroutine accesses to the systems and identifies unusual patterns of activities.

4.
Describe the way that law and enforcement’s role in Internet crime has changed along with the evolution of the Internet.
When public access to the Internet began, there was little control over activities by individuals or organizations. As e-commerce grew to become a major Internet activity, national laws and enforcement expanded greatly, and as the Internet has becomes more and more of a necessity of doing business, new laws have been passed that grant local and national authorities new tools and mechanisms for identifying, tracing, and prosecuting cybercriminals.
5.
Outside of the United States, what types of payments are popular for online purchases?
In Europe, debit cards are popular. In China, online purchases are typically paid for by check or cash when customers pick up purchases at a local store.  In Japan, consumers use postal transfers, bank transfers, and COD at local convenience stores which serve as the pickup and payment location. In addition, Japanese consumers use accumulated balance accounts with the phone company for Internet purchases as well as mobile payments for small purchases.

6.
What is the role that a consumer’s card-issuing bank plays in an online credit card transaction?

The consumer’s card-issuing bank is responsible for verifying the user’s account and balance with the clearing house, crediting the amount of the purchase to the merchant’s bank, and sending information about the transaction to the card owner in his or her monthly statement.

7.
Why is the mobile payment industry in such a great state of flux today?

It is in a great state of flux because there are so many companies competing to establish standards and dominance in this market. There are a variety of different competing technologies being used for mobile payments, from different merchant solutions, user solutions, and financial arrangements between telecommunications carriers, retail providers, and existing payment processing providers and credit card companies. It is a huge and growing market, and the dominant players will not only be able to reap profits from transaction fees but also a massive database of mobile user personal information and behavior.

8.
What are the general technologies and tools needed by merchants and users to implement a mobile payment system?

Users require a mobile app that connects to a payment system or an NFC chip to allow NFC systems. Merchants need methods to receive the user’s information from the mobile device, whether it is a hardware dongle or NFC swipe and pay system that operates wirelessly.

9.
What risks of using Bitcoin do Bitcoin users face?

Bitcoin users must accept the risks that the currency will not catch on with a significant enough number of individuals and businesses; that governments may eventually intervene to halt the proliferation and use of Bitcoins; and that Bitcoin won’t be replaced by superior virtual currencies in the future, rendering Bitcoins nearly worthless. Bitcoin has also demonstrated tremendous volatility in its first few years of use, which hinders its chances for widespread adoption. At the start of 2013, Bitcoins was valued at $13, and by April 10, $266. The way Bitcoins are generated also encourages hoarding, because the computing power required to mine Bitcoins is likely to increase, making each coin worth more. “Man in the middle” attacks may also be effective for stealing Bitcoins that are sent from user to user, and the perpetrators may be difficult to apprehend.

10.
What are the challenges faced by the consolidator EBPP business model?
The consolidator model faces several challenges. For billers, using the consolidator model means an increased time lag between billing and payment, and also inserts an intermediary between the company and its customer. For consumers, security continues to be a major issue. Most consumers are unwilling to pay any kind of fee to pay bills online, and many are concerned about sharing personal financial information with nonfinancial institutions. Today, more and more banks are offering online bill payment free to some or all of their customers as an enticement.

11.
How are the SSL/TLS protocols used in securing Internet communications?
SSL/TLS protocols are used to establish a secure negotiated session between two parties. A secure negotiated session is a client/server session in which the URL of the requested document, along with the contents, contents of forms, and the cookies exchanged, are encrypted. Through a series of handshakes and communications, the browser and the server establish one another’s identity by exchanging digital certificates, decide on the strongest shared form of encryption, and then proceed to communicate using an agreed-upon session key. A session key is a unique symmetric encryption key chosen just for this single secure session.

12.
What is nonrepudiation and why is it an important dimension of e-commerce security? What technologies are used to establish nonrepudiation?

Nonrepudiation refers to the ability to ensure that e-commerce participants do not deny (i.e., repudiate) their online actions. For instance, the availability of free e-mail accounts with alias names makes it easy for a person to post comments or send a message and perhaps later deny doing so. Even when a customer uses a real name and e-mail address, it is easy for that customer to order merchandise online and then later deny doing so. In most cases, because merchants typically do not obtain a physical copy of a signature, the credit card issuer will side with the customer because the merchant has no legally valid proof that the customer ordered the merchandise. Digital signatures are used to establish nonrepudiation.

13.
How are improvements to the overall e-commerce security environment achieved?
· There are several layers or forces at play in the e-commerce security environment. To achieve the highest degree of security possible, new technologies are available and should be used. But these technologies by themselves do not solve the problem. Organizational policies and procedures are required to ensure the technologies are not subverted. Finally, industry standards and government laws are required to enforce payment mechanisms, as well as to investigate and prosecute violators of laws designed to protect the transfer of property in commercial transactions.

14.
Explain why an e-commerce site might not want to report being the target of cybercriminals.
E-commerce sites are often hesitant to report that they have been the targets of cybercriminals because companies fear losing the trust of consumers. The actual amount of crime is difficult to estimate because of these fears. Companies fear that if they reveal the full extent of the theft of proprietary information and financial fraud, legitimate customers will lose confidence in the e-marketing channel and will take their business back offline.

15.
Give an example of security breaches as they relate to each of the six dimensions of e-commerce security. For instance, what would be a privacy incident?

· Integrity: This is the ability to ensure that information being displayed on a Web site or being transmitted/received over the Internet has not been altered in any way by an unauthorized party. One type of integrity security breach would be an unauthorized person intercepting and redirecting a bank wire transfer into a different account.

· Nonrepudiation: The ability to ensure that e-commerce participants do not deny their online actions. An example of a repudiation incident would be a customer ordering merchandise online and later denying that he or she had done so. The credit card issuer will usually side with the customer because the merchant has no legally valid proof that the customer ordered the merchandise.

· Authenticity: Authenticity is the ability to identify the identity of a person or entity you are transacting with on the Internet. One instance of an authenticity security breach is “spoofing,” in which someone uses a fake e-mail address, or poses as someone else. This can also involve redirecting a Web link to a different address.

· Confidentiality: The ability to ensure that messages and data are available only to authorized viewers. One type of confidentiality security breach is “sniffing” in which a program is used to steal proprietary information on a network including e-mail messages, company files, or confidential reports.

· Privacy: The ability to control the use of information a customer provides about him or herself to an e-commerce merchant. An example of a privacy security breach is a hacker breaking into an e-commerce site and gaining access to credit card or other customer information. This violates the confidentiality of the data and also the privacy of the people who supplied the data.

· Availability: This is the ability to ensure that an e-commerce site continues to function as intended. One availability security breach is a DoS (Denial of Service) attack in which hackers flood a Web site with useless traffic that causes it to shut down, making it impossible for users to access the site.
16.
Briefly explain how public key cryptography works.

Public key cryptography solves the problem of exchanging keys by creating a mathematically related public key and private key. The private key is kept secret by the owner, while the public key is widely disseminated. The main concept behind this method is that a one-way, irreversible mathematical function is used to produce the keys. Both keys can be used to encrypt and decrypt a message, but after it is encrypted, the same key cannot be used to decrypt a message. Only a person with possession of the recipient’s private key can decrypt a message. The addition of a digital signature ensures the authenticity of the message and guarantees nonrepudiation. The sender uses his or her own private key to encrypt the message along with a hash function, which has been added to create a unique digest of the message. When used with the hash function, the digital signature is even more unique than a handwritten signature. This irreversible process creates a cipher text that can be read only by the recipient using his or her private key.

17.
Is a computer with anti-virus software protected from viruses? Why or why not?
Anti-virus software will protect a computer from many, but not all, of the most common types of viruses. The software will also destroy any viruses already present on the hard drive. However, new viruses are being developed daily, so routine updates of the software are needed to prevent new viruses from causing damage.  
18.
What is the Heartbleed bug and how does it threaten security?
In April 2014, a flaw in the OpenSSL encryption system, used by millions of Web sites, known as the Heartbleed bug, was discovered. The vulnerability allowed hackers to decrypt an SSL session and discover user names, passwords, and other user data, by using OpenSSL in combination with a communications protocol called the RFC6520 heartbeat that helps a remote user remain in touch after connecting with a Web site server. In the process a small chunk of the server’s memory content can leak out (hence the name heartbleed), potentially large enough to hold a password or encyrption key that would allow a hacker to exploit the server further. Most of the world’s top 1,000 Web sites were either unaffected or moved quickly to fix the problem, but as of June 2014, more than 300,000 servers remain vulnerable. The Heartbleed bug also affected over 1,300 Android apps.
19.
How does code signing protect a mobile app?
Code signing enables mobile application developers to use their private key to encrypt a digital signature. When end users decrypt the signature with the corresponding public key, it confirms the developer’s identity and the integrity of the code.

20.
What is a next generation firewall?
Next-generation firewalls use an application-centric approach to firewall control. They are able to identify applications regardless of the port, protocol, or security evasion tools used; identify users regardless of device or IP address; decrypt outbound SSL; and protect in real-time against threats embedded in applications.

Projects

1. Imagine you are the owner of an e-commerce Web site. What are some of the signs that your site has been hacked? Discuss the major types of attacks you could expect to experience and the resulting damage to your site. Prepare a brief summary presentation.

To do this project, students should supplement what they have learned in the chapter with online research to explain the clues an e-commerce owner might see to know that their site has been hacked into. Research should also supplement the student’s discussion of what types of attacks site owners should expect to experience, and the damage to the site that might result. The summary presentation should include examples of recent viruses, worms, and Trojan horses. They should provide an explanation in each instance of the damage these types of malicious code cause to the Web sites they infect.

2. Given the shift toward mobile commerce, do a search on mobile commerce crime. Identify and discuss the new security threats this type of technology creates. Prepare a presentation outlining your vision of the new opportunities for cybercrime.

The purpose of this project is for students to begin to appreciate security challenges presented by wireless technology, particularly as it is increasingly being used by employees and customers to access critical enterprise data and systems. Students should consult online research sources to identify and discuss specific threats. For instance, one could integrate wireless safeguards with security processes and technologies that are already in place to protect e-business, such as enforcing passwords and selectively defining user access levels. 

Some security threats the students might discuss include the fact that PC-based applications can be secured using strong authentication and encryption while developers must work with somewhat limited memory capabilities of wireless devices. This makes the use of strong authentication and encryption difficult. Another important point students might discuss is that because wireless devices such as cell phones are small and highly mobile, they are easily and frequently stolen. This means user authentication is critical for secure m-commerce. Unfortunately, experts say many current wireless protocols come up short on authentication.

3. Find three certification authorities and compare the features of each company’s digital certificates. Provide a brief description of each company as well, including number of clients. Prepare a brief presentation of your findings.

Students should start by conducting an online search for the names of certification authorities. Certification authorities that students might locate include, but are not limited to: VeriSign, Symantec, Entrust, GoDaddy, Digicert, GeoTrust, and IdenTrust. 

Students should gather information about each company and the features of each company’s digital certificates. They should visit the company Web site and read the product descriptions, “About Us,” or comparable Web pages. This information should be supplemented with online research in the popular business and technical press. Similar information should be garnered from two other CAs and a comparison among the three constructed.

4. Research the challenges associated with payments across international borders and prepare a brief presentation of your findings. Do most e-commerce companies conduct business internationally? How do they protect themselves from repudiation? How do exchange rates impact online purchases? What about shipping charges? Summarize by describing the difficulties between a U.S. customer and an international customer who each make a purchase from a U.S. e-commerce merchant.

Students should begin by using a search engine to find information about the challenges of conducting e-commerce globally. Although the text has repeatedly emphasized the global nature of e-commerce and its potential for easily crossing international boundaries, there are a number of obstacles, and much inter-firm coordination must take place in order for e-commerce firms to truly take advantage of the global marketplace. 

The first challenge to international e-business is language. Companies who have taken the plunge into international e-commerce have found that simple steps such as adding a native language customer-service phone number can make sales in that country double. What holds many companies back is the price of developing a multilingual presence online. Web pages must be translated, and several different sites must be maintained, one for each country or language. It is also difficult to coordinate content and branding between the sites, and there are a myriad of business systems that must be either built or purchased. Producing a Web site in another language can cost from $50,000 on up and large projects can run as much as $2 million per language, but the upside is that it can quickly turn foreign browsers into buyers. 

Language differences aren’t the only challenges—companies must be able to exchange financial information in a variety of currencies and account for currency fluctuations. Countries also use different formats for weights, measures, dates, telephone numbers, addresses, and other common information. Because of this an international customer might find a standard U.S. order form confusing. 

Another big problem area for e-business is global trade management. Global e-commerce firms must be able to comply with a variety of complex regulations to engage in global trade. Analysts estimate that a very high percentage of international orders to U.S. e-commerce sites aren’t fulfilled because companies can’t handle the necessary procedures. Shipping goods across borders requires logistics software, yet many international shippers don’t yet have it. Furthermore, many e-businesses don’t have e-procurement software that can analyze the total “landed cost.” (“Landed cost” refers to all of the costs of sourcing and shipping a product internationally, including customs management, tariffs, transportation, and cost of goods.) The cost of these systems may be too steep for most small e-tailers’ budgets. 

Most world cultures, especially developing nations, don’t rely on credit cards, which creates even more difficulty for international e-commerce. This is even the case in parts of Europe, Japan, Asia, South America, and much of the Middle East. Europeans generally rely on debit cards, many of which can’t be used for online transactions because their use requires a manual swipe. Forrester Research reports that few U.S. merchants offer debit/invoice payment alternatives, while the majority of European merchants do. 

Fraud is a huge issue for merchants going global. As noted in the text, unlike the offline world where banks often take on the cost of fraudulent credit-card transactions, online merchants are typically responsible for fraudulent charges. Higher shipping and tax costs, the lack of address verification systems, and the high incidence of fraud in many Eastern European and African nations add considerable risk to any global venture. Third-party payment gateways are incorporating fraud-protection systems, but these services may increase already high per-transaction pricing without really providing the necessary protections. Address-verification services work only for cardholders living within the United States, leaving foreign transactions unchecked and at risk. As fraud has increased in sophistication in the last several years, many online firms shut down their international transaction operations.
As far as exchange rates are concerned, most online e-commerce Web sites do not offer any type of currency conversion from the native sales price. This makes it extremely difficult for international customers to assess the “true” purchase price of the item. Many times, they will not know until their credit card statement arrives how much the item actually cost. For many customers, purchasing blindly in a foreign currency is a risk they won’t undertake. Very few merchants have a default currency selection system that will display the sales prices in multiple currencies. Many countries also levy import fees on goods purchased from beyond their borders. The customer can only get an idea of the initial sales price of goods, and computing the additional tariffs requires extra steps, often done manually, that can substantially affect the final purchase cost and the buyer’s decision whether or not to complete the transaction.
Companion Web Site, Learning Tracks, and Video Cases
You can also direct your students to the Companion Web Site for the book, located at www.azimuth-interactive.com/ecommerce11e. There they will find a collection of additional projects and exercises for each chapter; links to various technology tutorials; information on how to build a business plan and revenue models; information on careers in e-commerce, and more. Learning Tracks that provide additional coverage of various topics and a collection of video cases that integrate short videos, supporting case study material, and case study questions are also available for download from the books’ Online Instructor Resource Center at www.pearsonglobaleditions.com/Laudon. Video Cases for this chapter include: 
· Video Case 4.1 Cyberespionage: The Chinese Threat

· Video Case 4.2 Stuxnet and Cyberwarfare

· Video Case 4.3 IBM Zone Trusted Information Channel (ZTIC)

· Video Case 4.4 Open ID and Web Security
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