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Instructor’s Manual: Chapter 8

Ethics, Law, and E-commerce

Teaching Objectives

· Explain why e-commerce raises ethical, social, and political issues.

· Explain basic concepts related to privacy, the practices of e-commerce companies that threaten privacy and the different methods that can be used to protect online privacy.

· Explain the various forms of intellectual property and the challenges involved in protecting it.

· Explain how the Internet is governed and why taxation of e-commerce raises governance and jurisdiction issues.

· Identify major public safety and welfare issues raised by e-commerce.
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Teaching Suggestions

This chapter summarizes the various ways that e-commerce and Internet technologies have raised serious social issues. More importantly, the chapter helps students learn about ethical, social, and political issues. Students should understand that successful business people take these issues to heart, and do so because good ethics is usually good business in the long term. On the other hand, it can sometimes be expensive to be good, or to do the right thing in the short term. Conversely, the costs of doing the wrong thing can be enormous: The consequences of potential litigation are potentially very negative for the business. In other cases, wise people seek out the ethical solutions to business problems simply because they personally have strong ethical convictions. Although each chapter contains information on social issues, this chapter aims to take a systematic look at relevant ethical principles, ethical analysis, and selected contemporary ethical issues raised by e-commerce. 

Perhaps the greatest challenge in this chapter is to encourage students to think systematically in terms of ethical principles, laws, and acceptable behavior, rather than simply express their personal point of view. For example, many students may rationalize their downloading of copyrighted material as something they feel good about because “ethics is all relative,” and “everyone has their own sense of right or wrong.” They may also rationalize their behavior on the grounds that the people they steal from (variously, the record companies, the artists, and the promoters) are all rich. This personalized view of ethics fails to take into account the perceptions of customers, regulators, suppliers, employees, and business partners, as well as the long-term interests of shareholders. Other students may say, “As long as my business stays within the law, we are OK.” Once again, this view fails to recognize that trust and the perception, let alone the reality, of fairness demand a higher standard than the law. Customers often expect a higher standard of treatment than the minimal treatment required by law.  

A second challenge is to convince students that ethical, social, and political awareness is an important part of business life. You should emphasize to your students that most employers do not want to hire employees who have no ethical convictions or who believe that business is a jungle where it is “every person for themselves.” Many job interviewers will seek to identify the ethical sensibility of potential recruits. Students should prepare for these questions. Ask your students if they, as an employer, would like to hire a person whom they felt had few moral or ethical scruples. Is a potential recruit who glorifies downloading “free” music from the Web more—or less—likely to download and use your firm’s intellectual property for his or her personal gain? 

The opening case, The EU Objects to Google’s New Privacy Policy looks at the privacy issues raised by Google’s announcement of a new privacy policy that made it clear that Google was combining all of the data it gathered about a person via its separate products and services into a single virtual file, and the reaction of EU regulators to the new policy.

Questions for class discussion on this case might include the following:

· What is your reaction to the policy? Do you care that Google combines all of the information it gathers about you from its various services into a single virtual file?
· Are fines issued by regulators an effective way to deal with privacy violations?
· Given that the Internet is supported in part by private companies, should corporate needs supersede the privacy rights of individuals on the Internet?
Key Points

Understanding Ethical, Social, and Political Issues in E-commerce. A good place to start is Table 8.1, which illustrates how the unique features of e-commerce technology can also become ethical liabilities. Figure 8.1 succinctly identifies the main issues discussed in the chapter and attempts to illustrate the idea that the discussion will proceed on three levels: individual (ethical dilemmas), society (social choices), and policy (laws and regulation). Students should keep in mind that there is a connection among these levels: Laws reflect social choices, which in turn are based on fundamental ethical principles strongly held by individuals. Put another way, political debates reflect ethical debates. 

The key terms to emphasize in this section are responsibility, accountability, liability and due process. These are the bedrock concepts of all ethics. 
One way to teach this section is to take a contemporary e-commerce story from the newspaper and analyze the ethical dilemmas. For instance, you might consider a story about file sharing networks encouraging the sharing of copyrighted content, such as movies or music. Have the students use the model proposed in this section to analyze the story. You might also ask them to consider alternative forms of delivery that are legal, satisfy demand, and are profitable, such as Apple’s iTunes Music Store or Pandora’s service. Finally, you might ask them to apply the seven ethical principles suggested in this section to any of the existing or potential future music delivery systems.

Privacy and Information Rights. This section describes the threat to privacy and then the efforts of society to address the threat through laws and new technologies. Table 8.2 provides a glimpse of what e-commerce sites collect directly from consumers. Key concepts are personally identifiable information (PII), anonymous information, and profiling.  Table 8.3 identifies the ways various devices, applications and tools can be used to gather user information and potentially violate privacy. 
Briefly, walk students through the general privacy legislation. Tables 8.6 and 8.7 illustrate the evolution of the Federal Trade Commission’s (FTC) approach to privacy issues. Table 8.6 covers the FTC’s initial Fair Information Practices doctrine. Table 8.7 lists the FTC’s initial recommendations on online profiling. Table 8.8 highlights the FTC’s most current thinking on these issues. It is important that students understand that at this point, these are just recommendations, as they have not yet been enacted into law by Congress. Students should definitely visit FTC.gov as well as privacy advocate sites such as Epic.org and CDT.org (see Table 8.9). 

Students usually find it interesting that Europeans in the EU (European Union) have a much stronger set of privacy laws than the United States. Be sure to spend some time explaining the European Directive on Data Protection. It is also useful to explore with students the question of whether the industry can regulate itself, as it claims, through the use of voluntary, industry-supported, and privacy seal programs. 

Intellectual Property Rights. This section defines intellectual property and describes the three main ways society has chosen to protect intellectual property: copyright, patent, and trademark. 

In terms of copyright, the main distinction to get across to students is the difference between an idea and its expression. Copyright protects the expression, not the idea. Ideas and expression can merge so that some ideas can only have one expression; take Microsoft’s Windows and Apple’s version of Windows for instance. The most important, recent development in copyright is the Digital Millennium Copyright Act (DCMA). Two significant provisions in this act are the provision against breaking encryption codes that protect intellectual property and the “safe harbor” provided to ISPs and search engines that take down infringing content. Google has invoked the safe harbor provision in the lawsuit by Viacom with respect to YouTube videos. 

Patents protect ideas for limited periods of time. The danger of patents is that they may stifle competition. Table 8.13 provides a list of selected e-commerce patents. The Insight on Technology case, Theft and Innovation: The Patent Trial of the Century, examines this issue in the context of a recent high-profile patent infringement lawsuit between Apple and Samsung. Class discussion questions might include the following:

· Do you agree with the jury finding that Samsung violated Apple’s patents in the Samsung Galaxy design?
· Should “trade dress” patents cover basic shape elements, such as round-cornered squares used for icons?
· The Apple “look and feel” has inspired the “looks and feel” of many other Web sites and devices. How is this different from the Samsung case?
Trademarks help identify and distinguish goods in the marketplace; they play an important role in branding. E-commerce has created opportunities for mischievous behavior by violators of trademark. Table 8.14 provides a list of various Internet-related trademark issues and related legal cases. 

One way to conclude this discussion, after students understand the basic concepts of intellectual property, is to debate whether society would be better off without intellectual property law. Intellectual property laws restrict the flow of ideas, music, and other forms of expression. On the other hand, these same laws incentivize people to create new expression. 

Governance Issues. During the early years of e-commerce, it was customary to think about the Internet as far too powerful, yet amorphous, for any government to control. We now know that the Internet—or at least the key players such as ISPs, e-commerce sites, and telecommunication carriers—can be controlled just as in other forms of media. One of the more interesting governance issues in the United States is taxation of online purchases. States and localities are pushing hard for a slice of the e-commerce business pie. The Insight on Business case, Internet Sales Tax Battle, takes a closer look at this issue. Questions for class discussion might include the following: 

· Given the nature of the Internet, should sales tax be based on the location of the consumer rather than the seller?
· Why is there a struggle to define the nature of “small business”? How big do you think a “small business” is?
· Are bricks-and-clicks retailers disadvantaged by local sales tax laws?
Public Safety and Welfare. How could e-commerce affect public safety and welfare? This section will at first puzzle most students. You can start by having students read and discuss the Insight on Society case, The Internet Drug Bazaar. You can use the following questions to spark class discussion:

· What’s wrong with buying prescription drugs online, especially if the prices are lower?
· What are the risks and benefits of online pharmacies?
· Should online pharmacies require a physician’s prescription?
· How do online pharmacies challenge the traditional business model of pharmacies and drug firms?
· What are the challenges in regulating online pharmacies?
· Who benefits and who loses from online pharmacies?
Drugs (both legitimate and illegitimate types), gambling, pornography, and cigarette sales are just a few areas where e-commerce raises public safety and welfare issues. Another interesting discussion might ensue if you have students come up with ways to control the Internet so it is less of a threat. 

The concluding case study examines the Google Books Library Project in which it is making available an index of books and portions of books relevant to user search arguments. In conjunction with the project, Google has been scanning millions of books from public and university libraries, in some cases doing so without the permission of publishers who own the copyrights. As a result, the publishing industry sued Google, and the two parties reached a controversial settlement agreement that was recently rejected by the courts, and therefore continues to be the subject of public dispute.
Case Study Questions

1.
Who is harmed by the Library Project? Make a list of harmed groups, and for each group, try to devise a solution that would eliminate or lessen the harm.

Some of the harmed groups would be the publishers and authors who would receive no royalties on the portions of works distributed; book dealers and distributors would also lose potential sales. 

For publishers and authors, one solution is to pay a royalty for text portions that are distributed based on Google’s revenues from selling ads on the pages. Book dealers and distributors are unlikely to suffer much harm because many of the scanned books are already in libraries. Nevertheless, a sweetener for book dealers might be to include their names and URLs on the Google display pages, telling users where the books might be purchased online. 

2.
Why is Google pursing the Library Project program? What is in it for Google? Make a list of benefits to Google.

Google reaps the following benefits:

· Google’s search engine becomes more valuable as its content is enriched.

· Google’s user audience grows.

· Google sells ads on the pages and generates revenue.

· Google experiences “spillover” from one service to its other services.

3.
If you were a librarian, would you support Google’s Library Project? Why or why not?

Yes, because the purpose of a library is to make books easily and inexpensively available to a local community. The Google service is complimentary to this mission by making relevant portions of books easily available to users.

No, because Google’s program which relies heavily on libraries making their collections available to Google will put a strain on the relationship between publishers and libraries. Moreover, why should people go to libraries when they can gain online access to relevant portions of books? The two services, libraries and Library Project, are substitutes for one another.

4.
Why do firms like Amazon, Yahoo, and Microsoft oppose the Library Project? Why would a firm like Sony support Google?

Amazon, Yahoo, and Microsoft will take whatever legal steps they can to impede the growth of Google, which threatens all three in various ways. Amazon has a vested interest in selling books, and e-books in its proprietary Kindle format, including orphaned copyright books and fears Google might succeed first. Yahoo and Microsoft may have e-book visions as well, and certainly would not want any competitor to have an exclusive right to any books. Sony supports Google because Sony is a hardware maker of e-book readers and supports any idea for increasing the selection of e-books, especially in the universal e-pub open source format. 

5.
Do you think the Library Project will result in a de facto monopoly in e-books, or will there be other competitors?

The capital entry costs for e-books can be quite high although it is unlikely that Google will ever attain a monopoly on all e-books. The Agreement in question does grant Google an exclusive right to orphaned copyright books, not to all books. By using a proprietary standard Google is making it difficult for others to use Google e-book scanned files, suggesting that Google is looking to create a proprietary sandbox where only it can play. And the cost of building a whole other sandbox is prohibitive. So the answer is “Yes,” the current Agreement has a good chance of resulting in a de facto monopoly, which is why major groups are opposed to it, and the Justice Department has called for a reconsideration of the Agreement. 

6. Why did the courts decide that Google’s scanning of copyrighted books was “fair use?”

The judge believed the project had a broad public purpose of making it easier for students, researchers, teachers, and the general public to find books, while also preserving consideration for author and publisher rights. The Google project was “transformative” in the court’s view, giving books a new character and purpose, making it easier to discover old books, and leading to increased sales.

End of Chapter Questions

1. Identify the four main dimensions that e-commerce ethical, political, and social issues fall into and provide an example of how each dimension might apply to an individual.
The four major dimensions are information rights, property rights, governance, and public safety and welfare. For an individual, an information right issue might be, “how is my clickstream behavior being monitored and shared without my knowledge.” A property rights issue might be, “How are my creative submissions to a social sharing sight being used by the site?” A governance issue might be, “What are the legal mechanisms that protect me from online harassment?” A public safety and welfare issue might be, “How does my child perform as well as other children in school if other children have better access to Internet technologies and support?”
2. Define the ethical principle of accountability and describe two ways in which Internet technologies have raised accountability issues. 

Accountability means that individuals, organizations, and societies should be held accountable to others for the consequences of their actions. One way Internet technologies bring up accountability issues is that Internet technologies allow many anonymous user activities, such that an individual can cause harm to another without being able to be identified or be held accountable for their actions. Another way is that the Internet enables global communication, interaction, and purchasing, such that it is difficult for one country to impose accountability for Internet activities in another country.

3. What concerns does the use of mobile devices bring to the issues of information privacy?
The use of apps that interface with other mobile apps, the GPS, and phone cameras, means that personal information from users address books, photographs, and locations, are being tracked and stored along with personal information gathered from Web sites to form an even larger store of information about an individual that can be sold to advertising agencies and other organizations. 

4. What is an ethical dilemma? Describe two tactics can you use to resolve or reach a greater understanding of the dilemma.

A dilemma is a situation in which there are at least two diametrically opposed actions, each of which supports a desirable outcome. You can use a 5-step approach in reaching a greater understanding of the dilemma, which includes identifying and clearly describing the facts; defining the dilemma and identifying the higher-order values involved. Identifying the stakeholders; identifying the actions that can reasonably be taken; and identifying the potential consequences of your options. You can also use a variety of candidate ethical principles to analyze the dilemma, such as the Golden Rule, the No Free Lunch Rule, the Slippery Slope rule, etc.

5. Explain why someone with a serious medical condition might be concerned about researching his or her condition online, through medical search engines or pharmaceutical sites, for example. What is one technology that could prevent one’s identity from being revealed?

An individual with a serious medical condition might be concerned because in the United States there is no federal agency charged with enforcing privacy law. Private organizations and businesses can still use personally identifiable information gathered in commercial transactions for other business purposes. If a person with a serious medical condition were to purchase pharmaceuticals online for that illness, he or she would have cookies placed on his/her computer that would identify the person as a potential customer for other drugs for that illness. Because many companies do not even follow their own stated privacy policies, and opt-out procedures are usually difficult to find on a site, personal information or personal profiles might be sold or transferred to other companies, potentially even insurance companies. Advertising networks, or “profiling companies,” that have ads on the search engine site or pharmaceutical site may likely, without the person’s permission, place tags or identifiers on the person’s computer that will be used to track his or her movements as the person surfs the Web. In addition to collected behavioral information, a profile may contain inferential or psychographic data, information that the company infers about that person based on the sites they have visited. 

The transition from fee-for-service health care to managed care has led to a demand for an unprecedented depth and breadth of personal information by a growing number of players, including health insurance companies. At the same time, the environment for information is moving rapidly from paper forms and files to electronic media, giving organizations a greater ability to tie formerly distinct information together, including data collected from the Web. The possibility of being dropped by an insurance company, not being able to transfer to a new insurance company along with new employment, or not being able to obtain health insurance at all, or of an employer finding out about a medical condition through the transfer of this data might be daunting. This is why, as people become more aware that their movements on the Web are being tracked, they might become far less likely to explore sensitive topics such as personal medical conditions.

Some technologies that could prevent one’s identity from being revealed include anonymous surfing products and anonymous remailers.

6. Why has the development of the Internet brought about so many ethical, political, and social issues?
It has brought up so many issues because it is a new technology that radically changes how people interact with each other and changes the amount and type of information exchanged, as well as methods of doing business. As such, it has brought about new behaviors and possibilities for new behaviors, that aren’t addressed in existing legislation, as these behaviors didn’t exist before. For example, before the Internet, it wasn’t possible to digitize a copyrighted music track and share it anonymously with millions of people for free.

7.  How does information collected through online forms differ from site transaction logs? Which potentially provides a more complete consumer profile?

Transaction logs are anonymous information whereas online forms are personally identifiable information. The transaction log records an entry for each page a visitor views and each object they request. Online forms can be used to collect a variety of personal information about site visitors such as their name, address, e-mail address, and phone number. Online forms potentially provide a more complete consumer profile because this PII can be combined with the visitor-generated, click-stream behavior and other behavioral data to create a comprehensive personal profile.

8. What are some of the ethical, social, or political issues raised by the information density created by e-commerce technology?
Information density means that massive amounts of information is generated and available. With all this information, it becomes more difficult to evaluate and compare different information, and easier to create false or misleading information.

9. What is the FTC and what has its role been in consumer privacy protection? How has its role evolved?

In the United States, the Federal Trade Commission (FTC) has taken the lead in conducting research on online privacy and recommending legislation to Congress. The FTC is a cabinet-level agency charged with promoting the efficient functioning of the marketplace by protecting consumers from unfair or deceptive practices and increasing consumer choice by promoting competition. In addition to reports and recommendations, the FTC enforces existing legislation by suing corporations it believes are in violation of federal fair trade laws. The FTC has established Fair information Practices (FIP) principles, on which it bases its assessments and recommendations. FTC’s FIP guidelines are often used as the basis of legislation. In response to recent growing public and congressional concern with online and mobile privacy violations, the FTC has begun taking a much more aggressive stance based on its new privacy policies developed over several years.to address consumer privacy, and has issued major fines to companies like Google and Facebook for privacy violations.

10.
What are the primary differences between consumer data privacy protection in Europe and the United States, and how do these differences affect U.S. e-commerce firms?

In Europe, privacy protection is much stronger than it is in the United States. In the United States, private organizations and businesses are permitted to use PII gathered in commercial transactions for other business purposes without the prior consent of the consumer (so-called secondary uses of PII). In the United States, there is no federal agency charged with enforcing privacy laws. Instead, privacy laws are enforced largely through self-regulation by businesses, and by individuals who must sue agencies or companies in court to recover damages. This is expensive and rarely done. The European approach to privacy protection is more comprehensive and regulatory in nature. This means that data collected in Europe by American business firms cannot be transferred or processed in the United States. In order to utilize European PII data, an American firm must participate in a safe-harbor program that meets European policies. This involves signing on to a Web-based register maintained by the Department of Commerce.

11.
Why do social networks pose a unique problem to the issue of information privacy, and how might sharing personal information on a social site adversely affect a user?
Social networks pose a unique challenge for the maintenance of personal privacy because they encourage people to reveal details about their personal lives and to share them with their friends. Social networks have greatly enlarged the depth, scope, and richness of information collected by private corporations. Facebook has created a massive database of friends, preferences, Likes, posts, and activities. The access of corporations and organizations to this data may mean that an individual can be rejected for hiring, lose a job, or medical insurance because of the information they have posted. Social networks pose a unique challenge for the maintenance of personal privacy because they encourage people to reveal details about their personal lives and to share them with their friends. Social networks have greatly enlarged the depth, scope, and richness of information collected by private corporations. Facebook has created a massive database of friends, preferences, Likes, posts, and activities. The access of corporations and organizations to this data may mean that an individual can be rejected for hiring, lose a job, or medical insurance because of the information they have posted.

12. What are the overall social benefits that network ad agencies say derive from the practice of online profiling?
The industry argues that by increasing the effectiveness of advertising, more advertising revenues go to the Internet, which in turn subsidizes free content on the Internet. Also, product designers and entrepreneurs benefit by sensing demand for new products and services by examining user searches and profiles.
13.
Identify and describe the main issues that the Internet and digital content have brought to the wider concerns of protecting intellectual property.
Once intellectual works become digital, it becomes difficult to control access, use, distribution, and copying. Digitized content is easy to copy and alter, and the Internet makes it easy for individuals or organize to distribute digitized content on a massive scale.

14.
Identify the five steps outlined in the text you can use to analyze ethical conflicts.
The five steps are (1) identify and describe the facts; (2) define the conflict and identify higher order values involved; (3) identify the stakeholders; (4) identify the options that can be reasonably taken; and (5) identify the potential consequences of your options.

15.
What implications does the Internet’s quality of information density have on societal needs?

While the total amount of information available to all parties increases, so does the possibility of false and misleading information, unwanted information, and invasion of solitude. Trust, authenticity, accuracy, completeness, and other quality features of information can be degraded. The ability of individuals and organizations to make sense out of this plethora of information is limited.

16.
What is deep linking and why is it a trademark issue? Compare it to framing—how is it similar and different?

Deep linking is the creation of a link to a page deep within another Web site using a publicly accessible HTML anchor tag. The home page of the target site is bypassed in order to access a page deep within that site. This becomes a trademark issue, for example, in the case of Ticketmaster versus Tickets.com. When Tickets.com did not have available tickets for a particular event, they would redirect users to a page deep within the Ticketmaster site to obtain those tickets. These customers might not ever realize that they were on a different site and that a different firm, indeed a direct competitor firm, was fulfilling their needs. 

Framing on the other hand, is displaying the content of another Web site on your own site within a frame or window. The user never leaves the original site but can be exposed to advertising that is not that of the content owner. Framing may trigger a dispute under copyright and trademark law theories because a framed site can alter the appearance of the content and create the impression that its owner endorses or voluntarily chooses to associate with the framer. It can also divert advertising revenue from the content owner’s site. It is similar to deep linking in that the site visitor is accessing content from another site, but it is different in that with framing, the site visitor never even clicks a link to leave the site.

17.
What are some of the tactics that businesses that are illegal in the United States use to operate outside the law on the Internet?

The main tactic that businesses that are illegal in the United Sates use to operate outside of the law on the Internet is operating from offshore sites, for example, in Antigua or Costa Rica, so as to operate beyond the jurisdiction of the state and federal prosecutors.

18. Define cybersquatting. How is it different from cyberpiracy? What type of intellectual property violation does cybersquatting entail? 

Cybersquatting involves the registration of an infringing domain name, or other Internet use of an existing trademark, for the purpose of extorting payments from the legitimate owners. Cyberpiracy involves the same behavior as cybersquatting, but with the intent of diverting traffic from the legitimate site to an infringing site.
19. What is the “right to be forgotten”? What are some of the risks and benefits of establishing this right? 

The right to be forgotten is a claim that individuals should be able to access, edit, and change or delete personal information about them that has been collected by any Web site.  There are limits on this right having to do with the public's interest in criminal records, and the records of public figures. The benefit is that ordinary people can have inaccurate, old, or irrelevant information removed from their Internet record.  The risk is that criminals will be able to hide their past and pose a risk to the public.

20. What is the doctrine of “fair use”? Why did the courts decide that Google’s scanning of copyrighted books was a “fair use”?

The doctrine of fair use allows copyrighted material to be used without permission of the copyright holder under certain circumstances.  These are: character of use, nature of the work, amount of work used, market effect of use, and context of the use.  Courts have concluded that Google's scanning of copyright books was a fair use because the project had a broad public purpose of making it easier for students, researchers, teachers, and the general public to find books, while also preserving consideration for author and publisher rights. The Google project was “transformative” in the court’s view, giving books a new character and purpose, making it easier to discover old books, and leading to increased sales.

Projects

1. Go to Google and find the Advanced Search link. Examine its SafeSearch filtering options. Surf the Web in search of content that could be considered objectionable for children using each of the options. What are the pros and cons of such restrictions? Are there terms that could be considered inappropriate to the software but approved by parents? Name five questionable terms. Prepare a brief presentation to report on your experiences and to explain the positive and negative aspects of such filtering software.

Google’s SafeSearch filter screens for sites that contain explicit sexual content and deletes them from its search results. There are three SafeSearch settings: Moderate filtering excludes most explicit images from Google Image Search results but doesn’t filter ordinary Web search results. Moderate filtering is the default SafeSearch setting. Strict filtering applies SafeSearch filtering to all search results (i.e., both image search and ordinary Web search). No filtering turns off SafeSearch filtering completely. The advantage of such filtering is that it prevents children from being exposed to material that parents deem unsuitable. The disadvantage of such filtering is that in some circumstances it may filter content that has educational value. It is also possible that there might be search terms considered potentially inappropriate by Google’s filter, but not by some parents. 
2. Develop a list of privacy protection features that should be present if a Web site is serious about protecting privacy. Then, visit at least four well-known Web sites and examine their privacy policies. Write a report that rates each of the Web sites on the criteria you have developed.

Student lists of privacy protection features may vary somewhat but will likely follow the FTC’s FIP (Fair Information Practice) Principles as well as their profiling recommendations: 

· Consumers must receive notice of network advertisers’ profiling activities on host Web sites and have the ability to choose not to participate in profiling.

· Clear notification of data collection must be given before it begins for personally identifiable information. Consumers must opt-in before data collection can begin.

· Clear and conspicuous notice must be given when non-personally identifiable information (or “clickstream” data) is collected for profiling. Consumers can opt-out of data collection.

· Once informed about the network advertiser’s information collection practices, consumers must be able to decide whether to participate in profiling.

· Reasonable access must be granted to personally identifiable information and other information that is associated with it to allow for inspection and correction.

· Sites are required to make reasonable efforts to protect the data they collect for profiling purposes from loss, misuse, alteration, destruction, or improper access.

· Enforcement must be done by third parties such as seal programs and accounting firms.

· No collection of sensitive data is permitted at all. This includes sensitive financial, medical, sexual behavior or orientation information, and Social Security numbers.

· Selling or renting of data to third parties is prohibited.

· Customers’ credit card data can only be transferred over secured connections.
3. Review the provisions of the Digital Millennium Copyright Act of 1998. Examine each of the major sections of the legislation and make a list of the protections afforded property owners and users of copyrighted material. Do you believe this legislation balances the interests of owners and users appropriately? Do you have suggestions for strengthening “fair use” provisions in this legislation?

Although the DMCA has six sections, Title I and Title II are the two most relevant. Title I of the DMCA protects the rights of property owners by creating two new prohibitions: one on the circumvention of technological measures used by copyright owners to protect their works, and the other on tampering with copyright management information. 

Section 1201 of Title I divides technological measures into two categories: measures that prevent unauthorized access to a copyright work and measures that prevent unauthorized copying of a copyrighted work. 

Circumventing measures put into place to prevent unauthorized access is prohibited. However, Section 1201 includes a number of exceptions to this rule. For instance, non-profit library, archival, and educational institutions are not prohibited from circumventing solely for the purpose of making a good faith determination as to whether they wish to obtain authorized access to the work. There are also exceptions for reverse engineering for the purpose of identifying and analyzing elements of a computer program necessary to achieve interoperability with other programs, for encryption research, for protection of minors (allows a court applying the prohibition to a component or part to consider the necessity of its incorporation in technology that prevents access of minors to material on the Internet), for privacy protection (when the technological measure or the work it protects is capable of collection or disseminating personally identifying information about the online activities of a person), and for security testing.

Circumventing measures that prevent unauthorized copying is not prohibited, in order to assure that the public will have the continued ability to make fair use of copyrighted works. Making or selling devices that are used to circumvent either category is prohibited, however. 

Section 1202 of Title I addresses the integrity of copyright management information (CMI), which is defined as: identifying information about the work, the author, the copyright owner, etc. This section protects copyright owners by prohibiting the knowing provision or distribution of false CMI, if done with the intent to induce, enable, facilitate or conceal infringement. It bars the intentional removal or alteration of CMI without proper authority, as well as the dissemination of CMI or copies of works. Liability under subsection (b) requires that the act be done with knowledge or for civil remedies with reasonable grounds to know that it will induce, enable, facilitate, or conceal an infringement. 

Section 1203 of Title I provides for civil remedies payable to injured parties, while Section 1204 provides criminal penalties of up to a $500,000 fine or 5 years imprisonment for a first offense, and up to a $1,000,000 fine or up to 10 years imprisonment for a subsequent offense.

Title II of the DCMA adds a new section to the Copyright Act to create four new limitations on liability for copyright infringement by online service providers. The limitations are for: 

· Transitory communications: This is where the service provider merely acts as a data conduit, transmitting digital information from one point on a network to another at someone else’s request.

· System caching: This is the practice of retaining copies, for a limited time, of material that has been made available online by a person other than the provider, and then transmitted to a subscriber at his or her direction.

· Infringing material on Web sites or other information repositories hosted on service providers’ systems. In order to be eligible for this limitation, the provider must not have knowledge of the infringing activity, it must not receive a financial benefit directly attributable to the infringing activity, and upon receiving notification of claimed infringement it must expeditiously take down or block access to the material. (The service provider must promptly notify the subscriber that it has removed or disabled access to the material, and provide the subscriber with the opportunity to object.) 

The service provider must also have filed with the Copyright Office a designation of an agent to receive notification of claimed infringement. To be eligible for any of the limitations, a service provider must: 

· Adopt and reasonably implement a policy of termination in appropriate circumstances the accounts of subscribers who are repeat infringers. 

· Accommodate and not interfere with “standard technical measures.” 

The fourth limitation relates to hyperlinks, online directories, search engines, and the like. It limits liability for the acts of referring or linking users to a site that contains infringing material by using such information location tools, with the same eligibility requirements as for the third limitation. Although these provisions appear to offer more protection to the service providers than copyright owners, they actually are a strong tool for copyright owners because they provide a mechanism by which copyright owners can force service providers to block access to or remove infringing material. 

Students can be expected to take varying positions as to whether the DMCA appropriately balances the interests of owners and copyright users. Some might note that the provisions of the DMCA can be used in such a way as to chill free speech. Others might argue that the DMCA does not go far enough and provides so many exceptions that it is not as strong a deterrent as it might be. 

In terms of strengthening the “fair use” provisions, in some cases, encryption schemes work to prevent “fair use” that would otherwise be legal. One possible suggestion would be to require copyright owners who choose to protect their works through technological measures, to provide a means by which fair use can occur. 

4. Visit at least four Web sites that take a position on e-commerce taxation, beginning with the National Conference of State Legislatures (NCSL.org) and the National Governor’s Association (NGA.org). You might also include national associations of local businesses or citizen groups opposed to e-commerce taxation. Develop a reasoned argument for, or against, taxation of e-commerce.

Both the NCSL and the NGA are proponents of Internet taxation. Another Web site that students might visit for more views from proponents of Internet taxation is Streamlinedsalestax.org. Organizations opposing Internet taxation include the National Taxpayers Union (NTU.org) and Citizens Against Government Waste (CAGW.org), among others. 

Arguments in favor of taxation of e-commerce might include the following:

· Legal: State governments have a constitutional right to levy and collect taxes on goods and services sold within the state. A federal law that bans taxation on Internet sales would be unconstitutional. 

· Economic: Given the growth of e-commerce, if state and local governments are unable to collect sales taxes on online sales, they will lose a great deal of revenue. The loss of this revenue will result in an increase in the rate of other taxes, reduced services, and/or greater reliance on the federal government. 

· Fairness: It is inherently unfair to traditional retailers who must collect sales taxes for Internet sales to remain untaxed. Doing so favors Internet retailers and places traditional retailers at a competitive disadvantage.

Arguments against taxation of e-commerce might include the following: 

· Imposing state and local taxes on e-commerce will threaten the growth of            e-commerce at a critical stage of development.

· The existing U.S. tax system is too complex and burdensome; it would be almost impossible for e-commerce companies to comply with the thousands of differing state and local tax rates. The sales tax burden from multiple jurisdictions that might have authority to levy taxes would be very high.

· Taxing e-commerce might drive e-commerce companies, many of which do not need to operate within the United States, to other locations. 

· E-commerce stimulates purchases at retail stores and through catalogs, upon which taxes may already be collected.



Companion Web Site, Learning Tracks, and Video Cases
You can also direct your students to the Companion Web Site for the book, located at www.azimuth-interactive.com/ecommerce11e. There they will find a collection of additional projects and exercises for each chapter; links to various technology tutorials; information on how to build a business plan and revenue models; information on careers in e-commerce, and more. Learning Tracks that provide additional coverage of various topics and a collection of video cases that integrate short videos, supporting case study material, and case study questions are also available for download from the books’ Online Instructor Resource Center at www.pearsonglobaleditions.com/Laudon. Video Cases for this chapter include:
· Video Case 8.1 Facebook Privacy

· Video Case 8.2 What Net Neutrality Means for You

· Video Case 8.3 Lawrence Lessing on Net Neutrality
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